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Screen Gleaning 
Receiving and Interpreting Pixels by 
Eavesdropping on Video Signals without a 
Line of Sight



Imagine…



Imagine…



Imagine…



Imagine…



Imagine…



Imagine…



Imagine…



The Setup



The Setup



The Setup



The Setup



The Setup



The Setup



The Setup



The Setup

TempestSDR



The Setup

TempestSDR Machine 
Learning Output Data



Used Setup



Used Setup



Used Setup



Used Setup



Used Setup

TempestSDR Machine 
Learning Output 



Used Setup

TempestSDR Machine 
Learning Output 



Used Setup

TempestSDR Machine 
Learning Output 



Used Setup

TempestSDR Machine 
Learning Output 



Video Transmission



Video Transmission



Video Transmission



Video Transmission



Video Transmission



Video Transmission



Video Transmission



Video Transmission

0 50 100 150 200 250
0

100

200

Comparison of Analogue and Digital Video Signals
Analogue video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals with TMDS encoding



Video Transmission

0 50 100 150 200 250
0

100

200

Comparison of Analogue and Digital Video Signals
Analogue video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals with TMDS encoding

0 50 100 150 200 250
0

100

200

Comparison of Analogue and Digital Video Signals
Analogue video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals with TMDS encoding



Video Transmission

0 50 100 150 200 250
0

100

200

Comparison of Analogue and Digital Video Signals
Analogue video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals with TMDS encoding

0 50 100 150 200 250
0

100

200

Comparison of Analogue and Digital Video Signals
Analogue video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals with TMDS encoding

0 50 100 150 200 250
0

100

200

Comparison of Analogue and Digital Video Signals
Analogue video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals

0 50 100 150 200 250
-0.5

0

0.5

1

1.5
Digital video signals with TMDS encoding



Electromagnetic Emanations



Electromagnetic Emanations



Electromagnetic Emanations



Electromagnetic Emanations
Digital or analogue transmission



Electromagnetic Emanations
Digital or analogue transmission



CONTENTS



Table of Contents



Table of Contents
1. Antenna Design



Table of Contents
1. Antenna Design

2. TempestSDR



Table of Contents
1. Antenna Design

2. TempestSDR

3. Machine Learning



Table of Contents
1. Antenna Design

2. TempestSDR

3. Machine Learning

4. Outlook



Table of Contents
1. Antenna Design

2. TempestSDR

3. Machine Learning

4. Outlook

5. Discussion



Antenna Design

TempestSDR Machine 
Learning Output Data



Antenna Design

TempestSDR Machine 
Learning Output Data



Antenna Positioning



Antenna Positioning



Antenna Positioning
Langer RF-R 400



Antenna Positioning

25 mm 
( 1”)≈

Langer RF-R 400



Antenna Positioning

25 mm 
( 1”)≈

Langer RF-R 400



Antenna Positioning



Antenna Positioning



Antenna Positioning



Antenna Positioning



Antenna Positioning



Limitations

[1] Nathan Ida. Engineering electromagnetics. Springer, 2000. 



Limitations
• Near-Field probes

[1] Nathan Ida. Engineering electromagnetics. Springer, 2000. 



Limitations
• Near-Field probes

• Only for showing proof of concept

[1] Nathan Ida. Engineering electromagnetics. Springer, 2000. 



Limitations
• Near-Field probes

• Only for showing proof of concept

• Inefficient for distances  2 cm>

[1] Nathan Ida. Engineering electromagnetics. Springer, 2000. 



Limitations
• Near-Field probes

• Only for showing proof of concept

• Inefficient for distances  2 cm>

r
θ

φ

z

y

x

dS

P (x, y, z)

[1] Nathan Ida. Engineering electromagnetics. Springer, 2000. 



Limitations
• Near-Field probes

• Only for showing proof of concept

• Inefficient for distances  2 cm>

𝒫av = ⃗er
jωμm2

16πr5
sin2 θ − ⃗eθ

jωμm2

8πr5
sin θ cos θ

r
θ

φ

z

y

x

dS

P (x, y, z)

[1] Nathan Ida. Engineering electromagnetics. Springer, 2000. 



Limitations
• Near-Field probes

• Only for showing proof of concept

• Inefficient for distances  2 cm>

𝒫av = ⃗er
jωμm2

16πr5
sin2 θ − ⃗eθ

jωμm2

8πr5
sin θ cos θ

r
θ

φ

z

y

x

dS

P (x, y, z)

magnetic moment of loopm :=
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“What does this say?”

I am 90% sure 
it is “937042”.
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• Non-ideal antenna

• Want to measure greater distances
• Want to measure every phone

• SDR setup requires optimizations
• Higher sample rates
• Other measurement methods

• New testbed for machine learning
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Screen Gleaning  works!
Be careful with what you read on your phone…
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